Preface
In this book, we explore "non-commutative ideas" in cryptography that have appeared in the literature over the last decade or so. Since all three authors have backgrounds in combinatorial and computational group theory, we pay particular attention to what can be called group-based cryptography, i.e., cryptography that uses non-commutative group theory one way or another. However, we also discuss some ideas from other areas of mathematics, especially when we address the problem of authentication, which is one of the most important areas of applications of modern cryptography.
We also show that there is remarkable feedback from cryptography to combinatorial and computational group theory because some of the problems motivated by cryptography appear to be new to group theory, and they open many interesting research avenues within group theory. Then, we employ complexity theory, notably generic-case complexity of algorithms, for cryptanalysis of various cryptographic protocols based on infinite groups. We also use the ideas and machinery from the theory of generic-case complexity to study asymptotically dominant properties of some infinite groups that have been used in public-key cryptography so far. It turns out that for a relevant cryptographic scheme to be secure, it is essential that keys are selected from a "very small" (relative to the whole group, say) subset rather than from the whole group. Detecting these subsets ("black holes") for a particular cryptographic scheme is usually a very challenging problem, but it holds the key to creating secure cryptographic primitives based on non-commutative groups.
A substantial part of the book deals with new directions in computational group theory itself, notably with search problems motivated by cryptography. We also study complexity of more traditional decision problems (like the word and conjugacy problems) in some groups that have been suggested as platforms for cryptographic protocols. Acknowledgments. It is a pleasure for us to thank our colleagues who have directly or indirectly contributed to this book. In particular, we would like to thank M. Anshel This book is about relations between three different areas of mathematics and theoretical computer science: combinatorial group theory, cryptography, and complexity theory. It explores how non-commutative (infinite) groups, which are typically studied in combinatorial group theory, can be used in public-key cryptography. It also shows that there is remarkable feedback from cryptography to combinatorial group theory because some of the problems motivated by cryptography appear to be new to group theory, and they open many interesting research avenues within group theory.
In particular, a lot of emphasis in the book is put on studying search problems, as compared to decision problems traditionally studied in combinatorial group theory. Then, complexity theory, notably generic-case complexity of algorithms, is employed for cryptanalysis of various cryptographic protocols based on infinite groups, and the ideas and machinery from the theory of generic-case complexity are used to study asymptotically dominant properties of some infinite groups that have been applied in public-key cryptography so far.
This book also describes new interesting developments in the algorithmic theory of solvable groups and another spectacular new development related to complexity of group-theoretic problems, which is based on the ideas of compressed words and straight-line programs coming from computer science.
